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EDITOR

RFID PRIVACY CONCERNS

STORM IN A TEACUP — OR HURRICANE ON THE HORIZON?

RFID (Radio Frequency Identification) is an
identification and tracking technology that
relies on storing and remotely retrieving data
using simple integrated circuit devices called
RFID tags. As the technology changed from
passive to active transmission of data, privacy
groups around the globe concerned with
personal privacy issues have decried prolifera-
tion of the chips and their potential misuse. A
2006 EU study predicted that more than 270
billion radio-frequency ID tags could be sold
globally by 2016. Privacy is also in the limelight
concerning gathering personal information
from our search engine use or on-line purchas-
es — sometimes without our knowledge. Now
‘sensor web'technology is fully embracing RFID
chips, along with other forms of sensors, and
search engines are becoming more location
aware. Combined with location intelligence
tools, should we be getting more worried
about potential loss of privacy — or less?

On the GIS technology side, Sybase recent-
ly announced that it wants to combine
Sybase’s natural language engine ‘Answers
Anywhere; contents push Web solution ‘M-
Business Anywhere, and RFID middleware
software ‘RFID Anywhere’ with Coboplan's GIS
engine to develop new, comprehensive
location-based service offerings. ESRI recently
announced "ArcGIS 9.3 will take advantage of
new spatial technology in Microsoft's SQL
Server 2008 ... (where the) ‘Data Platform Vision’
recognizes the need to handle new types of
information, such as RFID sensor information!”
Both valid and useful concepts and tool sets,
but should they add to our privacy concerns?

Tracking, identity theft and ‘profiling’ have
emerged as the three biggest privacy issues in
relation to RFID technology. The US General
Accountability Office (GAO) found that key
management, reliability of countermeasures
and inability to execute a mass recall for
defective devices (for example if security
problems are discovered) are three types of
measures that technology developers must
improve upon.

US local and state governments, European
national governments and the European
Commission are considering various regula-
tions and/or codes of conduct since the late
90s governing use — and limiting abuse — of
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RFID technology. Passive RFID tags exist “with
privacy enhancing technologies built-in,
comprising firewall access control, communi-
cation encryption and a silent mode intended
to ensure that the consumer at point of sale
can have exclusive control of the key to control
the RFID. The chip will not respond unless the
consumer authorizes it to do so. The consumer
can validate the presence of a specific tag
without leaking'its identifiers and thus the
chip can be used without being trackable or
otherwise leaking information that represents
a threat to consumer privacy.

In 2006, British newspapers reported that
Transport for London's Oyster Travelcard was
used to spy on people’s movements. The data
is kept for up to 10 weeks and is accessible on-
line. TfL said that it does not associate journey
data with named individuals, but it can, and
has, provided police with personal journey
data, as it can with paper tickets and other
travel cards.

How secure is the technology? In the
Czech Repubilic, one organisation found that
“anybody with a standard RFID reader was able
to obtain the personal data (name, date of
birth, sex) from the card, from a distance,
without the cardholder’s consent”The Dutch
National Railways RFID transit card system won
a'Big Brother’award from an international
privacy association in 2007. The Dutch Data
Protection Authority concluded that the
design of that system did not respect data
protection legislation, as it would entail
lengthy storage of all travel movements in
identifiable form. The system, being tested in a
number of Dutch cities, has other serious flaws
that make its future uncertain and some critical
parts were recently hacked.

Several cryptographers have reported
breaking the security systems on several
versions of RFID tag, forcing the industry to
respond with increased protection measures.
Researchers also proved the possibility to
introduce viruses through corrupted RFID tags,
creating an opening that permits further
access to the system, including the data in the
chip.

So - storm in a teacup - or a privacy
hurricane on the horizon? You decide.






